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650720025 : Major FORENSIC SCIENCE
Keyword : Evidence Collection Cybercrime

MR. Pattaradit WORAPRADITH : The problems in obtaining evidence in electronic
crime cases Thesis advisor : Orathai Kheawpum, Ph.D.

This research aims to examine the legal challenges involved in the collection of
electronic evidence for use in criminal proceedings, particularly in the processes of search,
seizure, and presentation of evidence for the prosecution of offenders in computer-related and
internet-based crimes. The study focuses on analyzing relevant Thai legal measures and
procedures, as well as theoretical frameworks associated with the collection of electronic

evidence under Thai law.

This is a qualitative study based on data collected from nine key informants, including
police officers, judges, lawyers, and public prosecutors in Samut Sakhon Province. Participants
were selected using purposive sampling, with the criterion that each informant must have at least
five years of experience related to forensic evidence in- criminal cases. Data were collected

through structured interviews and analyzed using content analysis methods.

The findings reveal that although the Computer Crime Act B.E. 2550 (2007), as
amended by B.E. 2560 (2017), and the Special Case Investigation Act B.E. 2547 (2004) grant
broad investigative powers to authorities—which are beneficial in combating cybercrime such
powers can also impact individual rights and freedoms. The study identifies several legal and
procedural issues, including deficiencies in the processes of evidence seizure, preservation, and
admissibility. The lack of clear legal guidelines further complicates the presentation of electronic

evidence in court.

In particular, the research highlights that law enforcement officers in Thailand often
lack the necessary knowledge and expertise to apply these legal measures appropriately, resulting
in potential loopholes that could lead to unlawful investigative practices. The study’s findings can
be used to enhance the knowledge and skills of relevant personnel, thereby improving the

effectiveness of evidence collection and the overall administration of justice in cybercrime cases.
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