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59312906 : Major FORENSIC SCIENCE AND CRIMINAL JUSTICE
Keyword : Digital Evidence, Prosecutorial Discretion, Public Prosecutor, Criminal Justic
Mr. Sonthon KHONGWAN : Prosecutors' exercise of discretion in ordering
criminal cases involving digital evidence Thesis advisor : Supachai Supalaknari, Ph.D.
This study aims to examine the characteristics of digital evidence, its
acceptance and evidential weight in criminal justice, and the exercise of prosecutorial
discretion in case proceedings. A qualitative research approach was employed,
analyzing legal documents, court judgments, and practices of relevant agencies. The
findings indicate that digital evidence plays a crucial role in establishing facts but
presents several limitations, including ease of alteration, difficulty distinguishing
originals from copies, and susceptibility to forgery. Although Thai law recognizes
electronic information as admissible evidence, inconsistencies in interpretation and
evidential weighting create legal uncertainty. Thailand lacks a centralized standard
for the collection, preservation, and forensic examination of digital evidence.
Agencies often follow divergent procedures, affecting the reliability and consistency
of evidence. Limitations in personnel expertise and outdated tools further hinder
effective examination, leading prosecutors to rely heavily on external forensic results,
which may impact the careful exercise of discretion in case decisions. This study
recommends establishing national standards aligsned with international best practices,
enhancing personnel capacity—particularly among prosecutors—upgrading forensic
tools and units, developing clear guidelines for interpretation, and implementing
mechanisms to monitor prosecutorial discretion. These measures aim to ensure
transparency, adherence to academic and professional standards, and public

confidence in criminal proceedings.
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Tugrusiduiadosflefldlunisnsevitainufin (computer as tool) 1y n1sid
foyanouiiamesuasy deyaneufiunoiifia niedeyaiifidnvaraiuneuians Wigssuy
oufiamofiiiedelng duy vienarmmalselovilasfiveuuszn1sdu viee1veglugiugi
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Journal Iwaiiletefiunnaunisseiingy ldayadiuyrnasnagnalusuwazeglu ansniiu

L) 9
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=~ a & | sl va sala ! 1 = A a
nsidsunUasmaasegiansslngfaniudssRmansifyamunnianudemeninain
fosssuvilunilalidunigas (Morgan, 2020) AnugnuazALATIninegeTIAEIlunIsgn
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wesannidvddidnnsednddrunsuuau Ao Phishing mail 91nunannesun1mvd

a a ¢ Y o Y a a a 4
BLANNIDUNAUINUNIULAY (ammmwwmqiﬂsimmqaLamnsauﬂa (ange.), 2564)
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2.3.1 WESTINIYBINEUATIA
WeunangIuAIaansadatiulaanraeiras awnsedwunduwnasivgife
(AU Anenmansuszens unnIngndugsiadnding, 2559)

1) rewfiines dstesafiaulaazeglumonrmsmdnveanies (ROM) 1wy
g15abasi (Hard drives) &fsau (CO-ROM) wazgunsaiduiindoyauuunnni wwu USB
merory devices Flash drive was Memory card Wagniaeaus19ins19209A309 (RAM)
Dudiu

2) undstayausznnia3etty (Networks) 49y

(1) Ysgdhnslganuuuseuupioniy (Logs file)

(2) gunsaldadunis (Routen Faudugunsaliilélunisideuse
oufianesanedotievislaeiininesdnasetnevil

(3) guUnaisaidaya I (Switch) hmihAisandyanadiunaingunsal
Sudsvsenouiiameinatoiaieadufefusy uiideunnsraaindudienisiudadoyaain
gunsaifvilsazlinszaglufmagamiiousy

(4) \pSpsneuiinlnesdLyAaa

(5) s5UUdAN1TLATDUNY (Network management)

(6) anvneBLEnnsodind (E-mail) iudeyadilfifiossyfnuuy
irev1e Wisuaoutuduiogilisunardsanmnedidnnseting

(7) flsfu3nisuuia3edne (Web server) daliuinnsuuadetneay
THasesneniinmesliuinsiiuma deglifesveriumasimivunuweslngldyesueassy

A ndum Buldsninesazdudunanaunlanduliuananaciuivusniwesves
pilef
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(8) FIUTNTT (Server) ADABLNIABTNYINUTUNNTAUIAITAS 9 WA
andeudy q Neuseeyludisauieaiu enfediagu fauinsuiuluneuiivnesd
auadanisdiuluaaniou duinmsnuiniidunsuiamesiiniuauguanisiiuiliiu
A0NEUDY 9
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v 1

$nwn InensuImsteyaagkuiiusnisaadeya (Database server)

Y

4) unaslayadu 9

a

(1) Insfnviaaoud (Cell phone #50 Smart phone)
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vseldiaunudieanutuieng o e
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(4) 9Un30INIBIATRINUAAIATNINDANAYNAUIUTULTS (VDO
devices) wagndeanian nianea {usiu

2.3.2 ANUNNIBNYIUNANFIUARNA
saunssuilifisauaumineneuadvalaenssldusngiiuuinidn dlng
finaglvitienuanumngluvsunvesdeyanauiames (Computer Data) lunisitaatinang u
n13aRauRinnes (Computer Forensics) 1ann3ndeyadidnnselind (Electronic Data) Tu
ANUMINYYRININTIINGAUNANF 1UNAIYIE (Digital Forensics) 1eazidunilnail
o W o a < a < [
AIUNIIUNAUITINTTUNWOLANNTDUNE (9IAN1TUNITU) (2559)

v

“WeundnguAdIvia” vuneds deyaiildiivinwiuudeduiindeyaniosgszninaniseassu
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Aansngaun1adyginasnismseninasemanany (2540) Muunalieia
9195uiladoyafituiinlneinIosnsufiamesniolszutanalaginiosnouiiamesidy
1Y) av v o = v « a s A «
weunanguluadlanin nstuiinteyalasinissneuiineinianisussiianalagiased
a ¢ & o a a v A a ¢ o =
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NITNUTIAINYNABIVDIVBYATIY
Kuchta, Kelly J. (2000)nd1371 n15AgUNaNgIUN1IIAURIADS
(Computer Forensics) W unann15m193ne1AIansiigidesiuauduiusuaznis
UszgnaldmonianesuazUssifiunisngung
Marcella, Albert J. ag Greenfield, Robert S. (2002) nd13791 A5 gAY
angIUNIABUR RS (Computer Forensics) lueansunen1slaun n1siusnw n1s
Sendeyasenunldnuuasmaiiauedeyaildsunisusyanananisdidnnsefinduasdniu
Wludenouiiames
Vacca, John R. (2002)n81331 MIAgIUnangIunepeuinatmes (Computer
. < = a ¢ A [ ] )
Forensics) Lunszuiun1snIdeudonsuimesivenivang uegadussuy
Caloyannides , Michael A. (2004) Nd1331 N1SAFIUNTNFIUNY
ABNIWBS (Computer Forensics) Aanissiusiumatakazinsasiiontdlunsaummangiu
TureuiunesausatlUldlumala
2.3.3 ANUUNYONDVBINYIUNANGIUATNA
nsaseAuL I fevesenasdannsedndidnlfiiuneundngiulutuaia
Pdedlinuddydetunaunisiaviteis laujufmunaninaeiunsguang wazsi
N15MTUNBTUTOIAINUYNABIINNUILINUANTTIUIIAIUNTEIIYNYYN1A1NUA
waninaeikazIsnislunisigsnssumsdiannseiindn1asy w.A.2549 11951 3 tlouansli
& 1 a & a cdg v Y = o Y a | =i A A
Wiudienanssiannseindnldiduneundngiuiinugndedniase dwunisiiaiadzidede
wnansddnnseindnununldilunerundngiuuintdeeiiedalusgiugasiiiavesral
a 1 S Y [ g [ o w a v v
s UN ST rnneuang il dud Ay (Rvma fugiuun, 2562)
nsiauedeyansuiimesivelvimasuilangundngiudy egludefuremaninmu
2 Usens fie Usemsusn nstuiindeyanieUszinanalaeinsaspeuiaimesuy deadunis
nszimsmulndlunisuszneuianisvesdldiasesreuiiames uay Usenisiaes n1studin
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AOUTILADTBE NGNGB NANNMI 2 Usensil munguunereuteuasifednluiugiunie
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foundation YeINsUALENE VAN IUABANS WU NenuyAAagewdl foundation Ao 1ug
fl#sifudaifiaatafonuies drumeuienansil foundation Ao AaugnAeduTads Faty
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2.3.4 F5nsdunang IR

neuenasuazdeyanoufunefiuliauunnieiugisdudidludomesaniug
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2.4 3NATFIU NHVINGUAZHUIATNNINBIANANNUABINUNENFIUARIIA
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Uszihudelandauneatunissuilaneundngiunidvanddgusznisnds Aeuasgiu
Tumsdaiuuazdanisneundnguadviavesdmidnauiiieades eswinneunangiu
AdvialugUvestayarauiinmesvsedeyadiannselind fanudswonisgniuaeuutaunily
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UMe WEeY 8819918 lagangeg 19 uiladinedlinsdaiuteyaneuiinesnse
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Tayadiannsadndsenitadmdnauiieitemaienen aeluiieling1uaivaiagig
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Y va o

Huilseusulugumumeinemansifieatuneumdngrumeddva defidoasvonanidel
2.4.1 1MNIFIUNIATRNGINANFIUATNG

datduauuzuInsgIuniIsianisaunsalfdnalusiunsianga
werumang1u Tne drinanunmungsnssumediannsaling (asAn1sunnvy) wie ETDA

TolaualuriInIgIUNIIANTseUnsaladvialuaunsiafigaine unang
AN R UIgINIIUNIIBEnnselind (83AN15UNITU) U3e ETDA davindeiausuuy
Renfunasgunsinmisgunsaliiavialusunsia fgatweundngiu Tnegedefiuguann
n1sAnwkuIvfuRaina lawn ACPO Good Practice Guide for Digital Evidence (Edition:
March 2012); ISO/IEC 27037 Information technology—Security techniques—Guidelines
for identification, collection, acquisition, and preservation of digital evidence, First
edition 2012-10-15 wag SWGDE Best Practices for Computer Forensics V3-1 lagusuuss
el ngzanfugunuunsuftRmiulveiagenamienveamheu iR Taesjmidndy
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UMyU), 2559)
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NEUNANF WA

(2) ms¥nwanwmenundngulilignivasuuas wiegnildsuuvastion
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(3) N13ANATEINEIUNENF1U (Chain of Custody) Aesluiintayalu
wuuesuiseavden ldun Jeyafadeuazansiiodovesdmeuneundng u, foyadinse

LazaeiloteveESuNaUNEIUNENTIY, TuNkazlIalun1sTu-daaUNgUNaNG Y, LYANa
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2.7 M3NBuuvaTmgu)andeya (Grounded Theory Method)
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= = A v 1% a = cad a X & o =
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o W falV 1 < A v v 1% . 4 . A o
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